City of Victoria - Privacy Impact Assessment

CITY HALL CCTV SYSTEM
PIA# PIA 2015-001

Why do I need t o do a PIA?
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FOIPPA) requires the head of a public body
to conduct a privacy impact assessment (PIA) in accordance with t he directions of the minister responsible for FOIPPA.

What if my initiative does not include personal information?
Public bodies still need to complete Part 1 of the PIA and submit it along with the signatures pages to t heir privacy
office(r) even if it is thought that no personal information is involved.

Pa rt 1 - General
Name of
Department/Branch :
PIA Drafter:
Email:
Program Manager:
Email:

Fina nce, Pu blic Service Centre

I
I rgordon@vict oria.ca
I Phone: I 250.361.0347
I Chris Paine, Manager, Revenue, Department of Finance
I CPaine@victoria.ca
I Phone: I 250.361.0396
Rob Gordon, Information Access and Privacy Analyst

1. Description of the Initiative
This review of City Hall's video camera system located at the Public Service Centre (PSC) is part
of an overall review of the City's management of personal information in compliance with the
privacy provisions in the Freedom of Information and Protection of Privacy Act. The City upgraded
its video camera system (the System) in 2014. The orig inal system was put in place because of a
robbery. The secondary purpose is to record confrontations and, if someone should injures
theirselves doing business at the PSC, video recording will help determine the cause.
2. Scope of this PIA
This Privacy Impact Assessment reviews all aspects of the System includ ing the location of the
cameras, storage of video, use and disclosure, protection, retention and final destruction. A site
visit was done to view the video camera locations and the storage location. Add itionally, the Office
of the Information and Privacy Commissioner guidance document, Public Sector Surveillance
Guidelines, has been used as a reference to complete the PIA.
3. Related Privacy Impact Assessments
There is no previous PIA.
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4. Elements of Info rmatio n or Data

There are two video cameras that capture video of people using the Public Service Centre
(PSC) and one camera is inside the vault, above the door. The camera can only view inside the
vault. There is no public access to the vault and the IPad is located at the back of the vault that
is protected by a locked metal gate that requires an access card.
One camera monitoring the PSC is located behind the counter and the other is located in front
of the counter. The former views the two main PSC desks and smart card reloading desk.
It is perpend icular to the hallw ay and can view the f loor, stairs and elevator. The latter also
views the PSC counter. It is parallel to the hallway and can view the arch and lobby floor
The cameras are motion activated and will capture staff as well customer movement.

•

Cameral
PSC Counter

~nee
Camera2 -

If personal information is involved in your initiative, please continue t o t he next page t o complete your PIA.

If no personal information is involved, please submit Parts 1, 6, and 7 to your privacy office(r). They will guide you
through t he com pletion of your PIA.

Part 2 - Protection of Personal Information

s. Storage or Access outside Canada
There is no storage or access outside Canada.
The video camera system is a closed network that uses American Dynamics VideoEdge Network
Video Recorders software. It consists of the three cameras, a storage device to hold the video
recordings and an IPad and PCs to access the video recordings. The iPad and PCs are protected
by user IDs and passwords and user IDs and passwords to the system. PCs that have access can
only view video in real time . The iPad uses City Hall's wi-fi which means using the iPad outside
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City Hall (e.g. across Centennial Square in stores) will not work. The iPad is a dedicated device
just to access video recordings.
Video recordings are stored on a hard drive storage device within the server room. Access to the
server room is restricted and requires an access card. The device itself is locked with a storage
cabinet. It can hold four terabytes (1 terabyte equals 1024 gigabytes) of data.
There are three people with access to video recordings. The Department of Finance Revenue
Manager responsible for the PSC and the PSC Coordinator have access using the iPad or PC.
The Facilities Supervisor for City Hall has access with his PC.

6.

Data-linking Initiative*
If you answer “yes” to all 3 questions, your initiative may be a data linking initiative and
you must comply with specific requirements under the Act related to data-linking
initiatives.
1. Personal information from one database is linked or combined with
personal information from another database;

no

2. The purpose for the linkage is different from those for which the
personal information in each database was originally obtained or
compiled;

no

3. The data linking is occurring between either (1) two or more public
bodies or (2) one or more public bodies and one or more agencies.

no

If you have answered “yes” to all three questions, please contact your
privacy office(r) to discuss the requirements of a data-linking initiative.

3

PIA 2015-001

City of Victoria - Privacy Impact Assessment

CITY HALL CCTV SYSTEM
PIA# PIA 2015-001
7. Common or Integrated Program or Activity*
If you answer “yes” to all 3 of these questions, you must comply with requirements under
the Act for common or integrated programs and activities.
1. This initiative involves a program or activity that provides a service (or
services);

no

2. Those services are provided through:
(a) a public body and at least one other public body or agency working
collaboratively to provide that service; or
(b) one public body working on behalf of one or more other public
bodies or agencies;

no

3. The common or integrated program/activity is confirmed by written
documentation that meets the requirements set out in the FOIPP
regulation.

no

Please check this box if this program involves a common or integrated
program or activity based on your answers to the three questions above.

8. Personal Information Flow Diagram and/or Personal Information Flow Table
Personal Information Flow Table
Description/Purpose

Type

FOIPPA
Authority

1. Video records business at the PSC
2. Video is used for purpose in which it was collected

Collection

26(b) and (c)

Use

32(a) and (c)

3. Video is disclosed for purpose in which it is collected

Disclosure &
Use

32(a) and (c)
and 33.1(1)(e)
and 33.2(i)(i)

9. Risk Mitigation Table
Risk Mitigation Table
Risk
1. Access to the IPad in the
vault
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Mitigation Strategy

Likelihood

Impact

Only two people know the iPad
password and risk of disciplinary action

low

low
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10. Collection Notice
Currently there are no signs advising people that they are under video surveillance. Draft signs
have been created that will comply with section 27(2) of FIPPA and will be located in accordance
with the recommendations outlined in the Public Sector Surveillance Guidelines.

Part 3 – Security of Personal Information
11. Please describe the physical security measures related to the initiative (if applicable).
Video recordings are stored on a network drive in a secure server room. You can also
access the recordings via a specific iPad that is stored in the vault behind a card access
door and requires an access card. Neither the server room or vault are accessible to the
public. Staff access is limited to those who have a job related access requirement.
The corporate security system is a Kantech access control system. This system manages all the
swipe cards used by City staff. The cameras are another function of this system. They integrate
with the access control software so in the future if we see a need we can have them work together.
This could be turning the cameras on when the vault door is swiped open or disabling a card
reader if motion is sensed in a location where it shouldn’t be. Another reason for integrating the
two systems is for continuity for the system users. Having one program to operate versus two
allows users to become more proficient.

12. Please describe the technical security measures related to the initiative (if applicable).
Card access is required to the server room and the vault is protected with card access.

13. Does your branch/department rely on any security policies?
No

14. Please describe any access controls and/or ways in which you will limit or restrict unauthorized
changes (such as additions or deletions) to personal information.
Access to video recordings are limited to the Finance Department’s Manager of Revenue who has
responsibility for the PSC and the PSC Coordinator.

15. Please describe how you track who has access to the personal information.
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Currently, there is no policy to review audit logs. There is client software that can be purchased
that will allow full audit capability and provide the ability to give different permission levels. For
example, one person can be given permission to copy video and the everyone else would just
have read access.

Part 4 – Accuracy/Correction/Retention of Personal Information
16. How is an individual’s information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated? If
personal information will be disclosed to others, how will the public body notify them of the
update, correction or annotation?
The video recordings are not updated or corrected. Recordings are not reviewed, used or
disclosed unless a criminal activity occurred, there has been a confrontation between staff and the
public or an injury occurred and liability needs to be determined.

17. Does your initiative use personal information to make decisions that directly affect an
individual(s)? If yes, please explain.
Video recordings could be used to help with police investigations, to help determine the cause of
an injury (e.g. slip and fall) for the purpose of liability or possibly to evaluate whether an
employee’s inappropriate behaviour with a customer warrants disciplinary action.

18. If you answered “yes” to question 17, please explain the efforts that will be made to ensure
that the personal information is accurate and complete.
Access to the video recordings can be audited and it would be very difficult to alter recordings.
Physical and technical security measures are also sufficient.

19. If you answered “yes” to question 17, do you have a records retention and/or disposition
schedule that will ensure that personal information is kept for at least one year after it is used in
making a decision directly affecting an individual?
The three cameras can store more than a month of activity. They are motion activated so it is
difficult to be more accurate. Once the memory is full new recordings overwrite old recordings
(e.g. First in, first out). Therefore, data is not kept longer than necessary for an incident to be
confirmed that requires reviewing video. When an incident occurs, the recordings are reviewed. If
a decision is made to pursue the incident further, a copy of the recording is made and retained
until a resolution is found.
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Part 5 – Further Information
20. Does the initiative involve systematic disclosures of personal information? If yes, please explain.
No. Disclosure is determined by incidents that require staff to review recordings for liability
purposes, to investigate and to the police for law enforcement investigations.

21. Does the program involve access to personally identifiable information for research or statistical
purposes? If yes, please explain.
No.
Please ensure Parts 6 and 7 are attached to your submitted PIA.

Part 6 – Information Access and Privacy Analyst’s Recommendations
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Update software to allow for audit capabilities and to enable setting permission levels.



Begin using a disclosure cover letter whenever video recordings are provided to third parties.



Update this PIA whenever there are changes to the collection, use, disclosure, security, access
or storage of the video recordings.



Consider changing the viewing angles to prevent capturing the stairs, elevator et



Create rules around using video footage as part of a disciplinary process.



Advise the Information Access and Privacy Analyst before additional cameras are installed or
existing cameras are moved.



Create a policy that includes:
 Reviewing the audit log once a month.
 Copies of camera recordings provided to the police or for any other reason are retained
for a year and kept in a secure location
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Part 7 - Program Area Signatures

Privacy Officer/Privacy Office
Representative

Signature

Date

Program/Department Manager

Signature

Date

Contact Responsible for Systems
Maintenance and/or Security
{Signature not required unless they
have been involved in this PIA.)

Signature

Date

Head of Public Body, or designate

Signature

Date

A final copy of this PIA (with all signatures) must be kept on record .
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Part 7 - Program Area Signatures

Privacy Officer/Privacy Office
Representative

Signature

Date

C~r,\o f~lf &1ne.
Program/Depa rtment Manager

Signature

Contact Responsible for Systems
Maintenance and/or Security
(Signature not required unless they
have been involved in this PIA.)

Signature

Date

Head of Public Body, or, designate

Signature

Date

A final copy of this PIA (with all signatures) must be kept on record.
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APPENDIX A - CCTV QUESTIONNAIRE
Purpose of CCTV system:
Typically public bodies install CCTV systems to reduce criminal activity inside or outside
public buildings (e.g. theft, graffiti, vandalism, assault etc.), reduce liability (e.g. slip and falls)
and/or capture incidents between staff and the public (e.g. verbal altercations etc.)
Please confirm if the reasons above are the reasons for installing the CCTV system.
Please provide any other reasons for installing the CCTV system.
What analysis was done that lead to the decision to install the CCTV System (e.g. cheapest
solution, most effective solution, were other solutions considered)?
Location:
How many cameras are there in total
What do they monitor (e.g. entrances, exits, building perimeter, customer service locations,
equipment storage locations, gates, etc.)
Do they just capture the minimal amount of necessary viewing area?
Are they just located in those areas of most concern, or do they cover the entire perimeter
and all the interior public access areas?
Is there signage advising people that they are being monitored by video camera?
Type of Recording:
Do some or all the cameras record 24/7/365?
Are some or all motion sensor activated?
What format is the video recorded to (e.g. PC hard-drive, videotape)?
Access:
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Is the storage of video recordings in a protected area accessible only to those who need
access to the recordings (e.g. locked room, password protected PC etc.)?
Who has access and what is the purpose of their access?
If video is reviewed, are other people able to view the video that don’t need access (e.g.
people walking by, co-workers in other cubicles, etc.)?
What security measures are in place to protect the video recordings from unauthorized
collection, use or disclosure?
Is there policy or rules in place to manage who access to video recordings?
Retention:
How long are video recordings kept before they are destroyed?
What is/are the reasons for keeping recordings for as long as they are?
Does the system overwrite previous recordings once memory capacity is full?
How are the physical storage devices destroyed when they are no longer used?
Audit:
How often is the system audited to determine who accessed to video recordings?
Does the system have the ability to audit who accessed it and what they did when they
accessed it (e.g. what video they reviewed, did they copy video)?
Disclosure:
Who requests copies of video footage and how often (e.g. police, insurance companies)?
What is the process for providing copies?
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